Niagara Regional Police
Service

Central Fraud Unit

Police Services Board Meeting
March 2024



Central Fraud

Personnel 1 Detective

Sergeant

7 Detective
Constables
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Central Fraud Unit

* Fraud Over $5000

* Employee Theft/Fraud

* |dentity Theft/Fraud

* Theft by Power of Attorney
* Financial Elder Abuse

e Counterfeit Currency

£
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NRPS Fraud 2023
3132 Incidents
$25.5 Million in Losses

Fraud Under S5000 Fraud Over S5000
2518 Incidents 614 Incidents
S5.5 Million S20 Million




2023 Number of Incidents vs Total Losses

% of Incidents m % of Total Losses
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2023 Dollar W@8s by Fraud Type

BANK INVESTIGATOR FRAUD [¥$137,441.00
ELDER ABUSE $1,312,372.00
EMERGENCY [7§343,171.00
EMPLOYEE FRAUD $2,789,075.00
EXTORTION $35,292.00
FRAUDULENT CHEQUE |[781,120,367.00
GRANT AND LOAN $15,500.00
IDENTITY THEFT AND FRAUD ‘ $5,029,772.21
INVESTMENT FRAUD $2,651,467.00
JOB |7$257,959.00
MERCHANDISE $226,679.00
OTHER | $69,821.66
ROMANCE |[7$1,074,462.00
SERVICE $349,965.00
SPEAR PHISHING $3,661,803.00

SWEEPSTAKES $285,950.00
VENDOR |"$54%7434.00

S- $1,000,000 $2,000,000 $3,000,000 $4,000,000 $5,000,000 $6,000,000
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2023 - Method of Transfer

$1,319,356

$3,614,244

$2,240,178

GMT

GIFT CARD

E-TRANSFER

WIRE TRANSFER CRYPTOCURRENCY
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2023 - Losses by Keyword

$225.872
o

$1,049,930
$362,981
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$336,849
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GRANDPARENT BITCOIN ATM REMOTE DESKTOP FACEBOOK




Partners

NRPS Cyber Canadian .. :
. v . : Ministry of the Canadian Bankers
Crime Unit Anti-Fraud Centre .
Attorney General Association
Municipal, : :
. Canadian Bank Office of the Law Enforcement
Provincial, . . .
. Corporate Security | Public Guardian and Partners
National Law . .
and Trustee Protecting Seniors
Enforcement
Telco Crime . :
. Joint Agency International
Prevention & . ..
. Intelligence Liaison | Auto Theft/Fraud
Investigation
Group
Framework




Education Programs

P0|Int of Sale. Scam Banker Education PUbIlCEiL Fra:d Victim
ntervention Initiative ucation
Program
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Point of Sale Scam Intervention
Program

Goal: HOW TO RECOGNIZE A FRAUDULENT SCAM
Interrupt large gift card purchases
directed by fraudsters. B i

The language and techniques scammers use are often
repeated victim to victim.

Method:

Check in with someone you trust or the police before

Media release With Iinks to sending money, cryptocurrency, or gift cards to unknown

people.

educational video and material
offered to merchants.

Document to be posted in store with B
links to resources. %@ﬁ

NRPS POLICE OFFICER NRPS LIST OF KNOWN
WARNING SCAMS

JUNE 2022




Banker Education Initiative

Goal:
Increase awareness at local branches to educate front line staff on
large cash withdrawals, particularly with elderly clients.

Method:

Central Fraud Unit detectives attended most financial institutions in
the Niagara Region in December 2022. Interaction with branch
managers to discuss fraud concerns and obtain contact information.
Created email group (90 participants) to share concerns about local
fraud trends.

Outcome:
2022 2023
125 Reported Incidents 49 Reported Incidents
$840,000 Losses $339,000 Losses




Public & Fraud Victim Education
Program

Public Education Sessions Fraud Victim Education Program

Provide victims with fraud prevention
information to prevent re-victimization.

13 information sessions held at
various locations in Niagara Region in

coordination with community groups. _ _
Fraud Prevention Checklist/

Little Black Book of Scams emailed to
188 victims(Central Fraud Unit Intake
Officer).

Businesses provided with CAFC

Cybersafe by email for small and
medium businesses protection.



Questions?

Central Fraud Unit
Detective Sergeant Ray Aceti
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